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Speaker

A AcuTech

PROCESS RISK MANAGEMENT

AcuTech is a full-service risk management firm
providing services in process safety & risk
management, physical and cyber security, and

emergency preparedness across vital
industries.

David Moore. PE. CSP www.acutech-consulting.com
President & CEO
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Introduction

* Increased digitization of critical systems and
industrial controls creates an increasing risk
from cybersecurity events.

* These events can be caused by digital or
physical attacks against IT assets.

* Al can be an enabling technology for
adversaries to cause this harm

 Technologies are integrating into our

processes faster than our organizations are
adapting
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There is a convergence of Al, PSM, and Cybersecurity

Artificial
Intelligence

Process Safety Cybersecurity
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Does Al or ML pose risks for process safety or cybersecurity?

Artificial Intelligence

“The capability of computer systems or
algorithms to imitate intelligent human
behavior "

Machine Learning

"A computational method that is a subfield of
artificial intelligence and that enables a _
computer to learn to perform tasks by analyzing
a large dataset without being explicitly
programmed”

- Merriam-Webster Dictionary
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Threats to the Industrial Sectors

* June 2017: a USB drop introduced a virus  [fusa NETHERLANDS DENMARK RUSSIA
. . srotn, SRS ecroueiimmucijone [N ettt SRR oo
that rapidly proliferated through s s oS conpony T i sonet s [ ks oo n Uk BEEEERE s coms
.y npgfwadomm . T aH 28! Hom Crecit was
common platforms to critical i e S
. i HE= 2 | 2 @ Top oll producer
infrastructure across the globe. i i S Pt bod s
$ L ;ma‘:%mqsl 3 q wos unaffected
Yy . mmhsll ond . -\
. . . i snsdomed i
* 76 ports were isolated impacting 800 !‘. Ghi ke
R @ Chermobyl nuclear plant hod
vessels. USA & SPAIN s FRANCE R e ond wos forcm o o
@ Toblerone and " © Construction firm Saint manual checks instead
e S e
» Total estimated damages exceeded 10 ' S pomen s
Cir. 3 mmm»
billion USD.
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Anatomy of Industrial Cybersecurity Incidents

Primary findings include:

Critical Infrastructure faces rising risks

Critical Infrastructure vertical industries appear in the top five most
targeted industries, with several more in the top 10.

Intensely focused on energy

Attacks are most intensely focused on energy sectors - 3X more
than the next most frequently attacked vertical.

Aiming to disrupt

Most attack
a variety of tool
lateral tool tra

Attackers gaining access to IT networks

Attackers are gaining access to IT networks first in most OT incidents.

Nation-state sponsored

Many attacks were found to be nation-state sponsored, indirectly
enabled by internal personnel about one-third of the time.

Phishing

Phishing is the most popular attack technique.

Anatomy of 100+ Cybersecurity Incidents in Industrial Operations: A Research Study With Recommendations For Strengthening Defenses

in OT/ICS, Rockwell International
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Human Element to Cybersecurity

IT Dominates Initial Point of Entry

* Al can be used to cause phishing, T T —
denial of service, IT hacks, and other | “Withsticter equirements
forms of attacks more efficiently than . thefuture we can expect t
human interaction alone gﬁmfmd..ghh”

- Most OT incidents originate through JRS——
IT systems or o

Unsure

Anatomy of 100+ Cybersecurity Incidents in Industrial Operations: A Research Study With

) ; ; ) | | | | J
Recommendations For Strengthening Defenses in OT/ICS, Rockwell International . . I 60 50 100
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Cybe rsecu rlty Tactics Once Inside, OT Attackers Aim to Control & Disrupt

Post-compromise MITRE ATT&CK techniques

Lateral Tool Transfer

Exploitation of Remote Services
Standard Application Layer Protocol
Remote System Information Discovery
User Execution

Default Credentials

Native API

Monitor Process State

Modify Controller Taski
Anatomy of 100+ Cybersecurity Incidents in Industrial oclty Controller Tasking

Operations: A Research Study With Recommendations For
Strengthening Defenses in OT/ICS, Rockwell International

Command-Line Interface
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N
Y% 2024 QATAR PROCESS »
4l < AFETY SYMPOSIUM Seicel il

Qatar

QatarEnergy

LNG

Artificial Intelligence — New Risks

e Al can make adversaries work easier or make
them more effective

 Has your organization applied Al to
improving the performance of a process?

* Have you evaluated the risks of using Al from

a process safety and cybersecurity
standpoint?

* What can every individual do to contribute to
both cyber security and process safety?

MAKING PROCESS SAFETY PERSONAL 1
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Interface of PSM and Cybersecurity

* Identify the IT/OT/Process interfaces in the

SRA and PHA.

* How could a LOPC incident be caused by a

cyber security incident?
* Are they protected?
* Inherently safe design?
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ANSI/API Standard 780 - Security Risk Assessment Methodology

* There is a strong business case to be
made to go beyond physical and cyber
SRAs and employ a hybrid SRA approach
that incorporates the’knowledge and
expertise of both cyber and physical
security experts.

* Providing cybersecurity input into the
ANSI/APT Standard 780 SRA .
methodology has proven to be effective
in identifying and mitigating physical
cybersecurity blind spots.

MAKING PROCESS SAFETY PERSONAL
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AMERICAN PETROLEUM INSTITUTE

ANSI/API Standard 780

Security Risk Assessment Methodology for the Petroleum
and Petrochemical Industries

FIRST EDITION | MAY 2013 | 113 PAGES | $190.00 | PRODUCT NO, K78001

For ordering information

The objectve of conducting a SRA is to assess security risks Onine:  www.apl.org/pubs
as a maeans 1D assist management in understanding the

Phone: 18008547179
(TolHree in the U.S. and Canada

+1) 303.307-7058
{Local and intemational)

Fax +1) 303-397-2740

AP1 members receve 2 30% discount where applicable.

faciity and process design and operations, safety, logistics,
emergency response, management, and other dsoplines as
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Artificial Intelligence — Presence Today

* Industrial control systems (ICS) or (OT)
* Advanced Process Control (APC) suites
* Data historians

* Cloud-based and edge-based data
analytics tools

* Business systems (IT)
» Data visualization software

« Computerized Maintenance
Management Systems (CMMS)

* Industrial data analytics suites

* Risk assessment tools

MAKING PROCESS SAFETY PERSONAL 14
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Artificial Intelligence — Near Future?
* Industrial control systems (ICS) or (OT)

* Industrial sensors and instrumentation
 Real-time automated operating procedures
* On-controller self-optimization tools

* Business systems (IT)
* Dynamic employee work scheduling

* Root Cause Failure Analysis (RCFA) and Failure
Modes and Effects Analysis (FMEA)

» Staff- and skill-augmentation

MAKING PROCESS SAFETY PERSONAL 15
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Pitfalls of Artificial Intelligence — Potential for New Unrealized Risk
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This Photo by Unknown Author is licensed under CC BY-SA
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Pitfalls of Artificial Intelligence

Since it was from Al data it must be true?

. Lar%he language models give what appear to
be Thorough, persuasive, and comprehensive
answers that may also be 100% incorrect.

 Qutside of the data scientists who trained
those models, relatively few people can
explain why those models make these
mistakes.

This Photo by Unknown Author is licensed under CC BY
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Industrial Data Analytics Suite — Potential Hazards

* Pulls in and analyzes data from multiple
sources
* Industrial Control Systems (ICS)
* Production planning tools

« Computerized Maintenance Management Systems
(CMMS)

» A sensor could fail and starts providing
bad data to a key analytics model.

» A user could input the wrong value or
accidentally initiate the wrong work
process and overwrite valid data with
invalid data.

* The work order could be generated
incorrectly, or the employee could do the
wrong work, or the work order could be

tracked incorrectly.
MAKING PROCESS SAFETY PERSONAL
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Industrial Data Analytics Suite

« A facility could experience a cybersecurity event.

HACKED

* Systems would be compromised, providing bad
data to the data anaI%/tics platform, but in this
event the source of the bad data may not be as

easily discoverable. Automateg Inputs

« A malicious actor may be able to substitute
controller firmware that alters the sensor values
being processed while presenting valid values to
the operator.

Production p|anning '

Data Analytics ' v

A hacker could alter or disable specific automated
inputs into the production planning suite, thereby
impacting long-term forecasting but going
unnoticed in the short-term.

y

* The computerized maintenance management
system if cloud-based, could receive a Denial-of-
Service attack, rendering it inoperable.

MAKING PROCESS SAFETY PERSONAL 19
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Industrial Data Analytics Suite

« Multiple data sources, some of which may or may not Data Analyt
be compromised, providing data that may or may s

not be compromised.

Will the Al models recognize those data errors?

Can they recognize good data from bad, quality
data from intentionally erroneous data?

How will they respond to the bad data?

Will the Al models respond exactly as expected,
or do something completely unexpected?

Can a human user recognize a problem and
intervene before erroneous analysis and results
occur?

What if the analysis results are automatically fed
into other systems and there is no human in the
loop to recognize there is a problem until the
problem presents in more noticeable ways?

AN
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Industrial Data Analytics Suite

» Multiple users

* Multiple potential results
» They could be benign
« They could be disruptive
» They could be catastrophic
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Organizations Considering Al

Artificial Intelligence

Thoroughly understand:

* How Al functions

* How Al needs to be maintained

« How Al fits into your operational structure Process Safety Cybersecurity

* How to put safeqguards around Al's
functionality

MAKING PROCESS SAFETY PERSONAL 2
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As the Organization Starts Implementing Al

* Include cybersecurity and Al in " |
. Artificial Intelligence
process safety reviews

 Capture potential touchpoints where a system
could be affected by Al or a cyber attack and
impact process safety

 Capture overlap between programs to
understand program requirements, work
processes, and personnel responsibilities

Process Safety Cybersecurity
« Conduct process safety assessments

* Properly train all personnel

« Make sure to include Operational
Technology (OT) and ICS

MAKING PROCESS SAFETY PERSONAL 23
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What are solutions?

. Cybersecu rity Assessments

 Develop a robust, functional, enterprise-
wide cybersecurity program

* Conduct cybersecurity risk assessments:
the Cyber PHA

» Conduct routine cybersecurity program
audits

« Conduct cyber vulnerability assessments

MAKING PROCESS SAFETY PERSONAL
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* Process Safety Assessments

« Consider the process safety risks of
Al/ML applications during PHAs,
Operating Procedures and other PSM
frameworks

e Conduct PHAs focused on risks of Al/ML
applications

 Conduct routine audits & assessments
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Conclusions — Collaborate on Process Safety and Cybersecurity

 Cybersecurity and process safety
professionals must coordinate their
efforts to counter potential threats:

* Process safety impacts understood

 Ensuring that measures applied to
critical assets are effectively
Integrated with security systems and
align with safety and operational
requirements.
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Conclusions - Embrace Convergence

» Organizations with converged The need for
a converged

cybersecurity and process safety
functions are more resilient and

better prepared to identify, prevent, secu rity solution
mitigate, and respond to threats.
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DAVID MOORE, NAWAYD
PE, CSP SHAIKH
President & CEO Group Leader, Qatar
AcuTech Group, Inc. AcuTech Consulting LLC
HEADQUARTERS QATAR OFFICE
1750 Tysons Blvd, Suite 200 Office No. 1415
McLean, VA 22102 Al Fardan Office Tower, 14th
USA Floor
61 Al Fundug St., West Bay
Doha, Qatar, PO Box 31316 CONTACT US
EMAIL ADDRESS WEBSITE
contact@acutech- www.acutech-

consulting.com consulting.com
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